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Abstract

Abstract

Following 2003, the society of Al-Hillah city witnessed a wide
technological openness accompanied by rapid social and cultural
transformations that contributed to the emergence of new patterns of
digital deviance, primarily cybercrime and digital symbolic violence. The
research problem lies in analyzing the relationship between these two
phenomena and uncovering their impact on the value system as well as
the effectiveness of social and legislative control institutions in the local
community. This is especially critical given the continuous expansion of
social media platform usage, weak digital literacy, and legislative
challenges associated with cyberspace. Accordingly, the central question
of the study is to identify the reality of the spread of cybercrime and
digital symbolic violence in Al-Hillah, and to determine their impact on
the value system and the efficacy of social and legislative control
institutions.

The study aimed to achieve a set of objectives, including diagnosing the
patterns of cybercrime and the factors contributing to its spread;
analyzing the manifestations of digital symbolic violence alongside its
psychological, social, and behavioral effects exploring the impact of
digital transformation on the local value system; measuring the
effectiveness of familial and social control in guiding digital space usage;
evaluating the role of legislation and security measures in limiting digital
deviance; and monitoring respondents' attitudes when exposed to
cybercrime while uncovering the reasons behind reporting it or
refraining from doing so.

Methodologically, this study falls under descriptive research, adopting a
descriptive-analytical approach. It utilized a questionnaire and
structured interviews as primary data collection tools. The study was
applied to a non-probability convenience sample of 400 male and female
respondents among active young internet and social media users in Al-
Hillah city—a sampling method chosen due to its suitability for the
nature of the studied community and the difficulty of defining its entire
population.

The study reached several key findings, most notably that the increased
use of smartphones and social media platforms, along with the ease of
creating fake accounts and the evolution of electronic fraud methods,
has contributed to rising cybercrime rates. Additionally, the results
indicated that unemployment and youth leisure time act as catalysts for
certain forms of digital deviance, and that digital symbolic violence has
become highly prevalent through sarcastic comments, cyberbullying,




Abstract

and verbal abuse—consequently leading to psychological and social
impacts such as anxiety, social isolation, and reputational damage. The
study also revealed that women and girls are among the groups most
vulnerable to specific forms of cybercrime. Furthermore, it showed
indications of an increasing social acceptance of certain types of digital
symbolic violence, often perceived as normal behavior or a form of
"online banter." These findings highlight the urgent need to enhance
digital literacy, activate the roles of social control institutions, and
develop legal legislation and security procedures to counter digital
crimes and deviance and mitigate their impacts on society.
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