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1. INTRODUCTION

As the Internet has grown in popularity and people can upload whatever they want, including images,
audio, videos, documents, and so on [1]. However, with the widespread distribution of digital content, the risk
of unauthorized access to these contents has increased, as any unauthorized person can easily access these
contents through a variety of methods, such as stealing the identity of an authorized user or reading the contents
while they are being transmitted from one site to another, and so on [2]. In order to secure digital information,
digital watermarking has become increasingly necessary as a good solution for these situations for and other
issues. Many researchers have worked in this area to develop novel approaches and improve existing ones as
appropriate solutions to previous issues [3].

Digital watermarking is one of the most important digital information hiding method of embedding a
hidden message, such as a company logo or the creator's name, behind the cover medium, which may be an
image, text, audio, or video [4]. Digital watermarking can be combined with cryptographic processes to make
digital data more secure. The primary model of digital image watermarking has two processes: the watermark

Journal homepage: http://ijeecs.iaescore.com


https://creativecommons.org/licenses/by-sa/4.0/

2 0 ISSN: 2502-4752

embedding process (see Figure 1) and the watermark extracting process (see Figure 2) [5]. Figure 1 shows the
sender's side, the watermark is embedded into the host image with the secret key, ensuring the security of the
watermarking process. The outcome is the watermarked image. The extracting process operates on detecting
the watermark from the watermarked image by retrieving the watermark using the secret key, as seen in Figure
2, which shows the receiver's side.
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Figure 1. Embedding of Watermark
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Figure 2. Extracting of watermark

Robustness, imperceptibility, security, and capacity are four major requirements that watermarking
schemes are expected to meet for content protection application applications [6], as shown in Figure 3. They
are frequently used as criteria to evaluate the schemes' performance. Robustness represents the most important
requirement for robust image watermarking schemes that must be addressed. Actually, while transferring the
watermarked image over an insecure channel, unintentional or malicious attacks are possible. As a result, the
strong watermark signal must be able to withstand even the most severe assaults. Since the host and
watermarked images must appear the same to the human visual system, visual quality or imperceptibility is
very critical in invisible image watermarking designs [1]. Minor distortions are tolerated in some watermarking
implementations, however, in order to gain greater robustness or lower costs. Security is encrypted watermark
images before embedding to ensure that if a hacker is effective in extracting the watermark, he or she can only
get random bits in the absence of the secret key. The capacity metric means the amount of watermark data that
can be embedded into the host image.

Robustness
Imperceptibility

”’ Security

— Capacity

Figure 3. Digital watermark cretaria

The main contribution of this paper is the proposed model uses statistical data compression and a
secret key to improve the watermark image security technique whilst maintaining the robustness and quality
(imperceptibility) of the watermarked image file. The proposed scheme can avoid unauthorized users or
attackers from recognizing the watermark image. This paper proposes an image watermarking model that
combines data compression and watermarking approaches. Firstly, the watermark is compressed and encrypted
using statistical compression coding and the Geffe cipher. This is done to encrypt the data and reduce the
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volume of the secret watermark. Then, it can be inserted into the host image using the DCT technique. The
watermark digit is inserted into each block. The remainder of the article is laid out as follows. In Section 2, the
classification of watermarking is clarified. Section 3 discusses related works in the same or related fields. The
proposed model is explained in Section 4, and the experimental results and discussion are presented in Section
5. Finally, Section 6 brings the article to a close.in Section 6.
2. Classification of Watermarking

Watermarking approaches are often grouped into various categories in this section. According to (Singh
and Singh, 2019), the watermarking system has been categorized by a number of researchers into different
categories [7]. As seen in Figure 4, we categorized watermarking into four categories: a) domain-based
classification, b) multimedia-based classification, ¢) human perception-based classification, and d) application-
based classification. By referring to Figure 4, watermarks are usually embedded in one of two domains: the
spatial or frequency domain [8]-[10]. The spatial domain is a common tool. Digital watermarking based on a
spatial domain explicitly embeds a watermark by modifying the pixels. While this approach has a low
computational cost, it is vulnerable to signal processing attacks [11]. Watermarking in the frequency domain,
on the other hand, is more resistant to attacks and produces strong imperceptibility [12].
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Figure 4. Classification of watermarking method

Based on the literature, digital watermarking can be performed in the frequency domain using
transformations like discrete wavelet transformation (DWT), discrete cosine transformation (DCT), discrete
Fourier transformation (DFT), and so on. On the other hand, digital watermarking techniques can be classified
based on the applications. This is often used for various applications such as copyright protection, broadcast
monitoring, device manager, digital fingerprinting, data authentication, and copy control [13]. According to
(Han et al., 2016) in [8], the host information can be image, text, audio, or even video, as seen in Figure 4.
Besides, digital watermarking is a term that refers to a variety of methods used to shied digital information
from unauthorized entry and changes. Digital watermarking can be classified based on human perception into
three primary types of watermarking techniques [7]: visible, invisible, and dual. Visible watermarking refers
to a watermark that is visible to the naked eye; whilst, the watermark is considered to be opaque [14].
Watermarking methods that are invisible are referred to as imperceptible watermarking. The visible and
invisible watermarks are combined in a dual watermark. As a backup to the visible watermark, an invisible
watermark is used. Not all watermarking algorithms have the same degree of robustness, depending on the
method. Some resistant to various image processing operations, while others are vulnerable to other types of
attacks. Thus, digital watermarks can be divided into three categories: robust, fragile, and semi-fragile [9].

Robust watermarking is one kind, in which the watermark is deeply entrenched to withstand attacks.
As a result, copyright protection is one of the applications where using this kind of digital watermark will be
beneficial as they are more prone to malicious and non-malicious attacks [15]. Private watermarking schemes,
semi-private watermarking, public watermarking, and asymmetric watermarking are the four types of robust
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watermarking. The host image and embedded watermark are not needed for the watermark extraction process
for public watermarking, also known as blind watermarking. This watermarking scheme necessitates a more
advanced watermark technology, and it has a wide range of applications. Asymmetric watermarking, also
known as public-key watermarking, is a form of asymmetric watermarking. Unlike the public watermarking
mechanism, everybody knows the detection scheme and the detection key in this scheme. Knowing the public
key either makes it impossible to locate the private key or makes it difficult to remove the watermark. In semi-
private watermarking, the original image is not needed for the identification of the watermark. It gives details
about the watermark, which is present or not in the watermarked image. Private watermarking scheme: To
detect the watermark, we need the host image in the case of private watermarking. There are two kinds of
private watermarking systems: Typel and Type2. Both schemes are employed to generate information about
the embedding key (private key). The embedding key is a piece of private information that allows the
watermark to be inserted into the host item [7]. The fragile watermarking systems used for authentication and
tamper detection are the second kind [15]. In addition, the third kind is semi-fragile watermark systems which
are survived certain transformations but fail during malicious transformations. For image authentication, a
semi-fragile watermark may be used [9].

3. Related Work

A variety of research projects have already been done, each of which has seen significant growth and
progress, resulting in the development of secure digital image watermarking systems. Das [16] introduced a
blind watermarking scheme based on the frequency domain (DCT) that employed an inter-block correlation.
This scheme looked at the association between two neighboring blocks and used the scaling factor to account
for the watermarked image's embedding power. According to the findings of tests, it was able to maintain high
robustness against JPEG compression attacks. However, embedding a watermark in this scheme still needed a
high computational expense. Sheth and Nath (2016) have developed a safe digital image watermarking
technique. To create an effective and safe scheme, a combination of DCT, DWT, and cryptographic methods
are used. The Arnold transform is used to encrypt the message image after DCT is applied to the original image.
In the second stage, the cover image is subjected to DWT, while the message image is subjected to DCT. The
DWT coefficients of the LL band have been altered, and a hidden message has been encoded in them. The
proposed scheme is extremely resistant to a variety of attacks [17]. In another study [18], since they are linked
to brain functions, the security of functional magnetic resonance imaging (fMRI) images is critical. Castiglione
et al. (2017) proposed a watermarking system for maintaining the integrity and validity of fMRI images,
proposing a delicate reversible watermarking scheme to characterize fMRI images that are format-free.
External metadata is not needed for the scheme to work. The method of image watermarking used in [19] is
the discrete cosine transformation (DCT). This article is special in that it dynamically adjusts the speed of
embedding. The watermark information is usually applied to the host image with a defined coefficient in most
watermarking methods. However, in this procedure, each block is given an optimal coefficient. The results
reveal that this approach is totally invisible (imperceptible) and has a high level of resistance to a variety of
attacks, which is one of the method's advantages. The method's poor robustness against cropping attacks is one
of its drawbacks. In (2020), Ariatmanto and Ernawan [20] proposed a method for generating adaptive scaling
factors for image watermarking by altering a specified DCT coefficient. The method compared the influence
of selected coefficients to the average coefficients of the image block's average coefficients. The findings
revealed that the technique can generate a watermarked image with a high level of imperceptibility and
robustness. While hybrid approach-based image watermarking has the ability to improve the scheme's
performance. A scheme by Kabir (2021) [21], developed a watermarking approach based on a lossy
compression technique to assure authenticity and identify forgeries. The CDF9/7 biorthogonal wavelet alters
the watermark image in this manner, and the wavelet coefficients are encoded using the Set Partition in
Hierarchical Tree approach. The encoded bits are then encrypted using symmetric keys by shuffling and
encrypting it. The encrypted bits are then placed into the cover image's Least Significant Bit location. In
addition, based on texture information and pixel position, two tamper detection bits are produced and placed
into the watermarked picture. The suggested technique more efficiently reconstructs the watermark and
tampering region, with a PSNR of 56.5463 dB for the STARE database.

As demonstrated in the literature, improving copyright protection and ownership of digital content
dependent on the security, imperceptibility, and robustness of the watermark which are major drawbacks of
these approaches. As a result, the current study proposes improving the security of the digital image
watermarking model using a technique of statistical data compression and the Geffe generator algorithm to fix
these drawbacks. Security and imperceptibility (quality) issues are considered in this work. Improving the
digital image watermarking technique is used to embed the secret watermark within the host image to avoid
modifying the content. The proposed model increases robustness and improves security by using a watermark
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key generated on the basis of a secret watermark and enhancing the quality of a watermarked image. In the
next section, the proposed model is discussed.

4.  Proposed Model

In the proposed model, there are two main sites; sender and receiver. The embedding process is
represented by the sender's site. The total block diagram of the proposed model, as seen in Figure 5. During
the embedding process, the host image, watermark image, and secret key are given as inputs. The watermarked
image is generated as result. The embedded image (recovered watermark image) is generated as a result of
using the secret key and watermarked image as inputs in the extraction process. These two processes are shown
in the following subsections:
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Figure 5. The proposed model block diagram
4.1 Embedding process
The embedding method requires two images and a secret key: a 512x512 host image and a watermark
image that can be represented in one of the sizes (128x128, 64x64, or 32x32). Meanwhile, a Geffe generator
technique may be used to produce the secret key. Figure 6 depicts the major steps of the technique for inserting
an image watermark.

Algorithm # 1: The process of embedding image watermark using DCT
Input: Host image, watermark image, the initial state of the Geffe generator registers
Output: Watermarked image
Steps:
1. Input the host image of size 512x512.

2. Input the gray-scale watermark image in any dimension.

3. On the watermark image, the proposed statistical compression method is applied (as
shown in Figure 7).

4. Utilized the Geffe generator algorithm to produce the secret key.

The secret key is used to encrypt the compressed watermark image.

6. Split the host image into 8x8 blocks, compute the DCT transform for each block, and then
create a stream using the DCT coefficients. Where the number of pixels in the watermark
image is identical to the number of blocks in the host image.

7. For embedding every pixel of the obtained image (Step 5) into the corresponding block
from the host image, by a mathematical relationship (Equation (4.1)). Consequently, a
block watermarked image is created.

Block watermarked image = block host image (1+a.g) .. (41)

o
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Where g is the factor of embedding, which determines whether the watermark is apparent
or not (a small value indicates an unseen watermark), and a, is the value determined in
Equation (4.2) using the color of the real watermark pixel.
—1 pixel = black
a= { 1 pixel = white
8. The inverse of discrete cosine transform is computed for each block after the watermark
has been embedded. The watermarked image is then reconstructed.

- (4.2)

Figure 6. The embedding process algorithm steps

Figure 7 describes the main six steps for compressing a watermark image by the proposed statistical
compression method [22].

Algorithm #2: Statistical image compression
Input: Gray-scale image
Output: Compressed image
Steps:
1. Read the gray-scale watermark image and conduct a preprocessing to the gray-scale watermark image
(convert the image into vector).
Apply the average filter on the watermark image.
Perform a method for compressing each value (one).
Apply a method for replacing the maximum values in the minimum values.
Conduct a method to reduce the number of levels.
Construct compressed image
Figure 7. The algorithm of the proposed statistical compression based

ok~ wn

Stream cipher system applies to encrypt the compressed image. The stream cipher system based on
the shift register and linear and nonlinear functions. A shift register is made up of a sequence of memory
elements or steps, each of which can hold one bit. The contents of the register stages are moved one position
to the left at each cycle, with a new bit shifted into the rightmost position, after which they are initialized
with an initial fill. The output is normally the bit that is moved off the left end [23].

Geffe generator [24] is a basic stream cipher model that uses nonlinear Boolean functions to integrate
the outputs of three linear feedback shift registers (LFBSRs) sequences. The initial requirements of the LFBSRs
are the system's secret key [25]. On both the sender and receiver sites, the same generator structure is used.
The secret key creates by using the Geffe generator algorithm, as seen in Figure 8, generates the keystream. In
this study, keystream which is used to encrypt the compressed image after it has been converted into a binary
image in order to obtain on the secret watermark. On both the sender and receiver sites, the same generator
structure is used.

For example, Assume that the Geffe generator is made up of three linear feedback shift registers of
(3, 5, 7) stages and polynomials [(1®x"1Bx"3), (1Bx"2@x"5), and (LBx 1@x"7)], respectively.

Figure 8. Geffe generator example

Since the Geffe generator is made up of linear feedback shift registers of primitive polynomial
functions and their lengths are relatively prime numbers, this length represents the maximal length [26].
Therefore, the length of the output keystream can be calculated according to the following mathematical
relationship.

Length of the keystream = (23 — 1) x (2° — 1) x (27 — 1) = 7 X 31 X 127 = 27559 bits
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Based on discrete cosine transform (DCT) [27] that uses to embed a watermark image, after
compression and encryption are conducting on it. In this transform, the host image is divided into three
frequency bands: low-frequency (FL), middle-frequency (FM), and high-frequency (FH) sub-bands using
DCT, as explained in Figure 9.

FL

FM

FH

Figure 9. Band of DiscreteCosine Transform

The following is presented a 2-D DCT definition:

= (2x + 1) 2y +1)
B B m(2x u m(2y v
c(u,v) = a)al) = Z) Z]f(x, y)cos [721\] ]cos [721\] ] -~ (D

x=0 y=

Foreachu,v = 0,1, ..., N — 1, whilst the inverse transform is described as follows:
B = m(2x + Du T2y + Vv 5
flx,y) = Z Z a(w)a(w)c(u,v)cos N cos N ..(2)
u=0 v=0
Foreachu,v=10,1,..,N —
(\/% foru,v=20
a(u),a(v) = { - .. (3

t 5 foru,v+0

As a result, the average value of the sample sequence is the first transform coefficient. The low-
frequency bands are selected in this paper for embedding because the low-frequency band includes most of the
host image's energy content, and embedding the watermark in the low-frequency affects the quality of the
watermarked image. In order to address this disadvantage, the embedding factor is used in the embedding
phase.

4.2. Extracting process

This part depicts the extracting process, which is shown in the receiver site in the lower portion of Figure 5.
The watermarked image that produced as an output from the last stage of the embedding part. Afterward, the
watermarked image is transferred to the receiver’s site through a public communication channel. On this side,
the input image is recovered by reading the encrypted compressed image and conducting the decryption
algorithm using the Geffe algorithm. And also, applying the decompression algorithm based on statistical rules
based on the output of the decryption process. The decompression part inverses the compression stages
completely. Figure 10 summarizes the extraction process algorithm steps.

Algorithm #3: The process of extracting the watermark using DCT
Input: Watermarked image, secret key
Output: Recovered watermark image
Steps:
1. Read the file of the watermarked image file.
Divide the watermarked image into 8x8 non-overlapping blocks.
Carrying out DCT algorithm on watermarked image to obtain the desired coefficients.
Retrieve the embedded bits in the watermarked image.
Using the Geffe generator's keystream to decrypt the bits recovered to obtain data of the binary
image.
Convert the binary image into the gray-scale image.
Decompress the gray-scale image (as shown in Section 3.2.2)
8. Constructing the recovered watermark image

akrwn

N o

Figure 100. The extracting process algorithm steps

5. RESULTS AND DISCUSSION
In this section, based on Matlab (R2018b) simulation, the experimental results of the proposed digital
image watermarking model are obtained in this study. Running on a laptop with an Intel Core i7 processor and
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8 GB RAM. Mean Square Error (MSE), Peack signal —to noise ratio (PSNR), and Normalized Correlation
Coefficients (NCC) are calculated to find out the performance and effectiveness of the proposed model. As
explained in the following subsections: -
3.1. Mean Square Error

The mean square error (MSE) is perhaps the most important metric for evaluating an analyst’s or
estimator’s results. (Analysts and estimators are distinguished from the fact that arbitrary variables are
evaluated and values are projected). We must concentrate on original values and values retrieved after the

experiment when calculating this function. The following is how it’s defined:
m-1n-1

1
MSE = — Z Z[I(i,j) - I'(L, )] (D

i=0 j=0
The number of rows and columns in the image are denoted by m and n, respectively. Where, 1" is the host
image, and | is the watermark image as shown in Equation (1) and Equation (2).
3.2. Peak Signal to Noise Ratio

The Peak Signal to Noise Ratio (PSNR) used to measure the imperceptibility performance. PSNR is
normally measured in decibels (DB) and reflects the difference in image quality both before and after
watermark embedding. In general, the higher the number, the better the watermark algorithm's invisibility [16],
[17]. And here's how to use it

(MAX)?
PSNR = IOIOglow i (2)
In general, the highest pixel size for a gray-scale image is 255, and it is represented with 8 hits. In
general, images with more than 28 PSNR values are suitable [9].

3.3 Normalized Cross-Correlation

To prove the robustness can be calculated the normalized cross-correlation. The normalized cross-
correlation (NCC) is calculated using Equation (3). W; is the extracted watermark image, and W_0 is the
original watermark signal. The NCC value would be 1 if the two compared signals are similar. As the difference
between the two signals grows, the NCC value decreases until it reaches zero where the two signals are
completely dissimilar [7].

2y 2= Wo (G WL (I, j
NCC = 1 [Wo (G, W13, )] (3
DA SR B A
For performance testing, two separate image datasets were used:
http://www.imageprocessingplace.com/root_files_V3/image_databases.htm [18], and http://sipi.

usc.edu/services/database/Database.html, as well as several well-known standard images. Six color images
with a resolution of 512x512 pixels were used to evaluate the performance of the proposed model as depicted
in Figure 11.

Lena Cameraman Peppers ~ Babbon Barbara Sailboat (Lake)
Figure 111. The host image

Three different sizes of watermark images are considered, on is 32x32 pixels; another one is 64x64 pixels,
and the last one is 128x128 pixels. All watermark images are gray-scale images as presented in Figure 12. In
this model, the watermark image processes in two phases before embedding into the host image, the first phase
is a compression using statistical data compression technique [12]; the second phase is encryption of the
compressed watermark using the Geffe generator algorithm.

Lena Navy Wolf Plane Barbara ' Peppers Babbon Sailboat
Figure 122. Watermark image
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Tables 1, 2, and 3 illustrate the results of PSNR, MSE, and NCC of the standard 512x512 images using
different embedding factor such as (0.001).

Table 1. PSNR, MSE, and NCC for the proposed watermarking model using embedding factor (0.001)

Host Image Watermark Image Matrics of Performance

Image Name Size Image Name Size PSNR MSE NCC
128x128 31.379 0.000727 1
Lena 512x512 Lena 64x64 31574 0.00069 1
32x32 31.618 0.00068 1
128x128 31.1766 0.000762 1
Cameraman 512x512 Navy 64x64 31.2059 0.000757 1
32x32 31.2425 0.0007511 1
128x128 27.1731 0.0019173 1
Peppers 512x512 Wolf 64x64 27.1898 0.0019099 1
32x32 27.2324 0.0018913 1
128x128 31.5982 0.00069212 1
Peppers 512x512 Peppers 64x64 31.6389 0.00068567 1
32x32 31.7201 0.00067295 1
128x128 28.4261 0.0014368 1
Babbon 512x512 Plane 64x64 28.4442 0.0014308 1
32x32 28.4696 0.0014224 1
128x128 31.3804 0.00072771 1
Babbon 512x512 Babbon 64x64 31.4165 0.00072168 1
32x32 31.4475 0.00071655 1
128x128 31.7759 0.00066437 1
Barbara 512x512 Barbara 64x64 318171 0.0006581 1
32x32 31.8926 0.00064676 1
128x128 31.0533 0.00078463 1
Sailboat 512x512 Sailboat 64x64 31.1069 0.00077502 1
32x32 311891 0.00076048 1

Moreover, the proposed watermarking model was also evaluated on three different embedding factor
values and calculated the parameter values as displayed in Tables 1 through 3. The main justification for
manipulation embedding factor due to employing lower band coefficients in the embedding process. Therefore,
the proposed model improves the embedding factor to achieve better watermark imperceptibility and a more
secure model.

Table 2. PSNR, MSE, and NCC for the proposed watermarking model using embedding factor (0.0001)

Host Image Watermark Image Matrics of Performance

Image Name Size Image Name Size PSNR MSE NCC
128x128 51.379 7.279%e-06 1
Lena 512x512 Lena 6464 51.574 6.9598e-06 1
32x32 51.618 6.8886e-06 1
128x128 51.1766 7.6268e-06 1
Cameraman 512x512 Navy 64x64 51.2059 7.5755€-06 1
32x32 51.2425 7.5118 e-06 1
128x128 47.1731 1.9173 e-06 1
Peppers 512x512 Wolf 64x64 471898  1.9099 e-05 1
32x32 47.2324 1.8913 e-05 1
128x128 51.5982 6.9212 e-06 1
Peppers 512x512 Peppers 64x64 51.6389  6.8567 e-06 1
32x32 51.7201 6.7295 e-06 1
Babbon 5194512 Plane 128x128 48.4261 1.4368 e-05 1
64x64 48.4442 1.4308 e-05 1
32x32 48.4696 1.4224 e-05 1
128x128 51.3804 7.2771 e-06 1
Babbon slaxai Babbon 64x64 51.4165  7.2168 e-06 1
32x32 51.4475 7.1655 e-06 1
Barbara 512x512 Barbara 126x128 S1.7759 66437 e-06 :
64x64 51.8171 6.581 e-06 1
32x32 51.8926 6.4676 e-06 1
128x128 51.0533 7.8463 e-06 1
Sailboat 512x512 Sailboat 64x64 51.1069 7.7502 e-06 1
32x32 51.1891 7.6048 e-06 1
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Table 3. PSNR, MSE, and NCC for the proposed watermarking model using embedding factor (0.00001)

Host Image Watermark Image Matrics of Performance

Image Name Size Image Name Size PSNR MSE NCC
128x128 71.379 7.279¢-08 1
Lena 512x512 Lena B4x64 71579 6.9598¢-08 1
32x32 71.618 6.88866-08 1
128x128 71.1766 7.6268e-08 1
Cameraman 512x512 Navy B4x64 71.2059 7.5755¢-08 1
32x32 71.2425 7.5118e-08 1
128x128 67.1731 1.9173e-07 1
Peppers 512x512 Wolf B4x64 67.1898 1.9099¢-07 1
32x32 67.2324 1.8913¢-07 1
128x128 71.5982 6.9212¢-08 1
Peppers 512x512 Peppers B4x64 71.6389 6.8567¢-08 1
32x32 71.7201 6.7295¢-08 1
128x128 68.4261 1.4368¢-07 1
Babbon S12x512 Plane 6464 68.4442 1.4308¢-07 1
32x32 68.4696 1.4224¢-07 1
128x128 71.3804 7.2771e-08 1
Babbon 512x512 Babbon B4x64 71.4165 7.2168e-08 1
32x32 71.4475 7.1655¢-08 1
128x128 71.7759 6.6437¢-08 1
Barbara 512x512 Barbara 64x64 718171 6.5816-08 1
32x32 71.8926 6.4676e-08 1
128x128 71.0533 7.8463¢-08 1
Sailboat 512x512 Sailboat 64x64 71.1069 7.7502e-08 1
32x32 71.1891 7.6048e-08 1

As referred to all Tables above, which is the proposed model was tested with various embedding
factor values (0.001, 0.0001, and 0.00001) as shown in Figure 13.
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Figure 133. Comparison PSNR ratio to related studies

Figure 13 compares the PSNR of different host images with different embedding watermark images
of different dimensions128x128, 64x64, and 32x32 depending on the value of embedding factor. Where we
discovered that the value of the embedding factor influences the value of the PSNR. Hence, the quality of the
watermarked image is influenced. As a consequence, we found the best quality of watermarked image when
the value of the embedding factor is (0.00001). Besides, the embedding watermark image can also be recovered
correctly at the same time. On the other word, the experimental results prove that the embedding factor has a
core role in achieving the imperceptibility parameter in the proposed model.

In order to compare the performance of our proposed image watermarking model to other previous
studies in the literature in terms of PSNR, we assumed the host image (see Figure 11) and the watermark image
(see Figure 12). Therefore, the propose model satisfies the high PSNR requirement. Table 4 compares the
PSNR of the proposed model and existing schemes. Table 6 compares the PSNR of the proposed model and
existing schemes. The proposed model achieved a higher PSNR ratio outperform the PSNR ratio achieved by
(Ariatmanto and Ernawan, 2020b) [20] and (Kabir, 2021) [21].
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Table 4. Comparison PSNR values of our model with schemes of [20] and [21]
Host image Scheme by (Ariatmanto and Ernawan, 2020b) [20] Scheme by (Kabir, 2021) [21] Our proposed model

Lena 56.6702 45,731 71.379
Barbara 56.0012 47.818 71.7759
Peppers 56.3401 45.953 71.5982
Babbon 56.3401 45.682 71.3804
Saillboat - 43.796 71.0533

Figure 14 illustrates the PSNR ratio and a comparison between our proposed model with previous schemes
listed in Table 4.
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Figure 144. A comparison between our proposed model with two previous schemes

6. CONCLUSION

This paper presents a secure digital image watermarking model for copyright and content protection
based on statistical data compression technique and the Geffe algorithm. Two techniques for increasing security
are used to insert the watermark in the lower band DCT coefficients of the host image. The first is used to
reduce the size of the watermark, while the second is used to encrypt the compressed watermark using the
Geffe generator algorithm. The obtained results show that the proposed model maintains reasonable resistance
and security while maintaining high imperceptibility, according to the advantages of the jointing DCT
transform. Future work may investigate the proposed model for a certain type of image and improve its
robustness against various attacks.
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