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[bookmark: _Toc7431622]Abstract:
        
Building Wireless Community Networks is about getting people connected to one another. Wireless technology is being used right now to connect neighbourhoods, businesses, and schools to the vast, massively interconnected, and nebulous entity known as the Internet. One of the goals of this project is to help for getting our community "unplugged" and online, using inexpensive off-the-shelf equipment, a secondary but critical goal is to come to terms with exactly what is meant by community. It might refer to your college campus, where many people own their own laptops and want to share files and access to the Internet. Your idea of community could encompass your apartment building or neighborhood, where broadband Internet access may not even be available. The future of wireless local-area networking is now, and it is the solution for communication problems in organizations or any place that need a wide spread of internet connection, interoperability became reality with the introduction of the standards and protocols and prices have dramatically decreased. These improvements are just a beginning. Wireless LANs are becoming more and more secure especially with the arrival of IEEE802.11i complaint wireless hardware. Sensitive information and highly secured communications can be transmitted with a higher confident than few years
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[bookmark: _Toc7386290][bookmark: _Toc7389072][bookmark: _Toc7431623]INTRODUCTION

[bookmark: _Toc7386291][bookmark: _Toc7389073][bookmark: _Toc7431624]1.1 Computer Networks:
A computer network is the infrastructure that allows two or more computers (called hosts) to communicate with each other. The network achieves this by providing a set of rules for communication, called protocols, which should be observed by all participating hosts. The need for a protocol should be obvious: it allows different computers from different vendors and with different operating characteristics to ‘speak the same language’. [1]

[bookmark: _Toc7386292][bookmark: _Toc7389074][bookmark: _Toc7431625]1.2 Uses of Computer Networks:
Before we start to examine the technical issues in detail, it is worth devoting some time to pointing out why people are interested in computer networks and what they can be used for. After all, if nobody were interested in computer networks, few of them would be built. We will start with traditional uses at companies, then move on to home networking and recent developments regarding mobile users, and finish with social issues.
a- Business Applications
b- Home Applications
c- Mobile Users
d- Social Issues. [1]






[bookmark: _Toc7386293][bookmark: _Toc7389075][bookmark: _Toc7431626]1.3 The Networking Problem:
Networking is about transmitting messages from senders to receivers (over a “communication channel”). Key issues we encounter include: 
· “Noise” damages (corrupts) the messages; we would like to be able to communicate reliably in the presence of noise.
· Establishing and maintaining physical communication lines is costly; we would like to be able to connect arbitrary senders and receivers while keeping the economic cost of network resources to a minimum. 
· Time is always an issue in information systems as is generally in life; we would like to be able to provide expedited delivery particularly for messages that have short deadlines. [3]

1.4 [bookmark: _Toc7386294][bookmark: _Toc7389076][bookmark: _Toc7431627] Type of Networks:
[bookmark: _Toc7386295][bookmark: _Toc7389077][bookmark: _Toc7431628]1.4.1 Size of network:
1.4.1.A. PANs (Personal Area Networks): 
let devices communicate over the range of a person. A common example is a wireless network that connects a computer with its peripherals. Almost every computer has an attached monitor, keyboard, mouse, and printer. Without using wireless, this connection must be done with cables.

1.4.1.B. LANs (Local Area Networks): 
local area networks are used to connect networking device that are in very close geography are such as a floor of building, building itself, or within campus.





1.4.1.C. MANs (Metropolitan Area Networks): 
covers a city. The best-known examples of MANs are the cable television networks available in many cities These systems grew from earlier community antenna systems used in areas with poor over-the-air television reception. In those early systems, a large antenna was placed on top of a nearby hill and a signal was then piped to the subscribers’ houses.

1.4.1.D. WANs (Wide Area Networks): 
Wide area networks which connects two or more LANs at different geography location.

1.4.1.E. Internetworks:
Many networks exist in the world, often with different hardware and software. People connected to one network often want to communicate with people attached to a different one.


[bookmark: _Toc7386296][bookmark: _Toc7389078][bookmark: _Toc7431629]1.4.2 Physical Network Topology:
Physical Network Topology emphasizes the hardware associated with the system including workstations, remote terminals, servers, and the associated wiring between assets. Physical topology defines how the systems are physically connected. It means the arrangement of devices on a computer network through the actual cables that transmit data. There are eight basic topologies. In below each of these topologies are described. [2]


1-Star topology:
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2- Bus topology:
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3- Ring topology:
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4- Mesh topology:
[image: ]







[image: ]5- Tree topology:













6- Hybrid topology:
[image: ]







[bookmark: _Toc7386297][bookmark: _Toc7389079][bookmark: _Toc7431630]1.5 Basic Requirements to form Networks: 
1 - NIC (Network Interface Card) also called as LAN card 
2- Media. 
3- Network devices (hub, switch, route, etc.). 
4- Protocol.
5 - Logical address (IP address).

[bookmark: _Toc7386298][bookmark: _Toc7389080][bookmark: _Toc7431631]1.5.1 NIC (Network Interface Card) also called as LAN card
a- It is interface between the computer and network; it is also known as the LAN card or Ethernet card. 
b-  Ethernet cards have a unique 48-bit address called MAC (Media Access Control) address. 
c-  MAC address is also called as physical address or hardware address. 
d-  The 48-bit MAC address is represented as 12 HEXA decimal digital Ex: 001A.D32F.70CD 
e-  Network cards are available in different speed.
f-  Ethernet (10 mpbs). 
g-  Fast Ethernet (100 mpbs). 
h- Gigabit Ethernet (1000 mpbs).
[bookmark: _Toc7386299][bookmark: _Toc7389081][bookmark: _Toc7431632]1.5.2 Media (Guided, Unguided):
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Guided Media:
a. Twisted pair cable. 
b. CO-Axial cable. 
c. Fiber cable.
Unguided Media:
a- Radio Transmission.
b- Microwave Transmission.
c- Infrared and Millimetres waves.
d- Lightwave transmission.

[bookmark: _Toc7386300][bookmark: _Toc7389082][bookmark: _Toc7431633]1.5.3 Network devices (hub, switch, router, etc.). 
Repeater. 
Hub.
 Bridge.
Switch. Router. [4]
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[bookmark: _Toc7386302][bookmark: _Toc7389083][bookmark: _Toc7431634]2.1. Wireless LAN(WLAN):
· Make use of a wireless transmission medium
· Typically restricted in their diameter: buildings, campus, single room etc.
· The global goal is to replace office cabling and to introduce high flexibility for ad hoc communication (e.g. Group meetings).
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[bookmark: _Toc7386303][bookmark: _Toc7389084][bookmark: _Toc7431635]2.2. Wireless LAN advantages:
· Flexibility: within radio coverage, nodes can communicate without further restriction. Radio waves can penetrate walls.
· Planning: wireless ad hoc networks allow for communication without planning. Wired networks need wiring plans.
· Robustness: wireless networks can survive disasters, if the wireless devices survive people can still communicate. [5]





[bookmark: _Toc7386304][bookmark: _Toc7389085][bookmark: _Toc7431636]2.3. Wireless LAN: main design goals
· Global operation: LAN equipment may be carried from one country to another and this operation should be legal (frequency regulations national and international).
· Low power: take into account that devices communicating via WLAN are typically running on battery power. Special power saving modes and power management functions.
· Simplified spontaneous co-operation: no complicated setup routines but operate spontaneously after power.
· Easy to use: WLANs are made for simple users, they should not require complex management but rather work on a plug-and-play basis.
· Protection of investment: a lot of money has been invested for wired LANs, WLANs should be able to interoperate with existing network (same data type and services).
· Safety and security: safe to operate. Encryption mechanism, do not allow roaming profiles for tracking people (privacy)
· Transparency for applications: existing applications should continue to work.

[bookmark: _Toc7386305][bookmark: _Toc7389086][bookmark: _Toc7431637]2.4. Wireless network structures:
• WLAN:
[bookmark: _Toc7386306][bookmark: _Toc7389087][bookmark: _Toc7431638]2.4.1. Ad-Hoc:
· peer-to-peer (P2P) “on the fly” communication
· [image: ]the network “is” the set of computers
· no administration, no setup, no cost.




[bookmark: _Toc7386307][bookmark: _Toc7389088][bookmark: _Toc7431639]2.4.2.  Infrastructure:
· Centralized control unit (Access Point, local server).
· Roaming between cells.
· resource sharing and backbone connection.

[image: ]








2.4.1.1. Ad hoc wireless networks:
· Do not need any infrastructure to work
· Each node can directly communicate with another node
· Nodes can only communicate if they reach each other physically (if they are within each other’s radio range) or if other nodes can forward the message.
· The complexity of each node is higher: medium access mechanisms, priority mechanisms to provide a certain QoS.
· Exhibits the greatest possible flexibility (unexpected meetings, communication scenario far away from any infrastructure). [6]





[bookmark: _Toc7386308][bookmark: _Toc7389089][bookmark: _Toc7431640]2.4.3. Infrastructure and ad hoc networks:
a. The two variant can be combined
b. Networks that rely on access points and infrastructure for basic services (authentication of access), also allowing direct communication between the wireless nodes.
c. Ad hoc networks might only have selected nodes with the capabilities of forwarding data. Most of the node have to connect first to a special node in order to transmit data to the receiver if it is out of their range.


[bookmark: _Toc7386309][bookmark: _Toc7389090][bookmark: _Toc7431641]2.5. Basic transmission technology for WLANs:
· IEEE 802.11
· Bluetooth
[bookmark: _Toc7386310][bookmark: _Toc7389091][bookmark: _Toc7431642]2.5.1. Network configuration:
1. Ad-Hoc (peer to peer)
2. Infrastructure
a. Cell = Base Service Set (BSS): 1 Base station required
3. Extended multi-cell service = Extended Service Set (ESS): Base station is connected to wired backbones, or support the bridge function to other BSS
a. requires handoff management.

· Defines the characteristics of the physical layer (PHY) and medium access control layer (MAC) for wireless LAN.
· Provide the same interface to higher layers as the others in order to maintain interoperability.
· The 2.4 GHz ISM band was chosen for the standard, which is available in most countries around the world.
· The original standard sets the access rate of 1 and 2 Mbps. The extension 802.11b define the access rate of 5,5 and 11 Mbps. [13]

In the infrastructure topology, wireless stations (STAs) communicate wirelessly to a network Access Point (AP) which is connected to the wired network, this setup forms a WLAN. The establishment of connections between STAs and AP goes through three phases; probing, authentication and association. In probing phase, the STA can either listen passively to AP signals and automatically attempts to join the AP or can actively request to join an AP. Next is the authentication phase, the STA here is authenticated by the AP using some authentication mechanisms described later in the paper. After successfully authenticating, the STA will send an association request to the AP, when approved, the AP adds the STA to its table of associated wireless devices. The AP can associate many STAs but an STA can be associated to one AP only at a time. Figure below shows the three phases in WLANs.[image: ]




[bookmark: _Toc7386311][bookmark: _Toc7389092][bookmark: _Toc7431643]2.6. Another Advantages of a Wireless Network:
Every minute counts in a small company and wireless networks are a powerful tool for boosting productivity and encouraging information sharing. With untethered access to documents, emails, applications and other network resources, employees can roam where they need to and have constant access to the tools required to do their jobs. Here are some of the ways businesses are taking advantage of wireless LANs:
· Increased mobility and collaboration
· Roam without losing your connection
· Work together more effectively
Employees who use your wireless LAN can roam around your office or to different Floors without losing their connection. Imagine everyone in a team meeting or in small conferences having access to up-to-the minute communications, and all documents and applications on your network. Similarly, using Voice over Wireless LAN technology, they can have roaming capabilities in their voice communications.
[bookmark: _Toc7386312][bookmark: _Toc7389093][bookmark: _Toc7431644]2.6.1. Improved responsiveness:
· Connect to the information you need when you need it.
· Provide better customer service.
Customers want quick response to queries and concerns. A wireless network can improve customer service by connecting staff to the information they need. For example, a doctor in a small medical office can access online patient files while moving between exam rooms, or a retail sales person can check on available inventory necessary to write up orders on the showroom floor. [12]

[bookmark: _Toc7386313]
[bookmark: _Toc7389094][bookmark: _Toc7431645]2.6.2. Extending the Network Through Wireless:
[image: ][image: ]
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[bookmark: _Toc7386315][bookmark: _Toc7389095][bookmark: _Toc7431646]3.1. Packet Tracer: 
        Packet Tracer is virtual networking simulation software developed by Cisco, to learn and understand various concepts in computer networks. Networking devices appear in packet tracer as they look in reality and a student can interact with various networking devices, by customizing the configurations, by turning them on and off etc. Packet Tracer is teaching and learning software and a tool, easy to work with, thus after working with virtual environment, a student gains lot of confidence, when it comes to working in real-time environment. We can track the path of a packet, when it moves from source to destination, and also learn and understand, how to troubleshoot a network, when a packet doesn’t reach the destination. Packet Tracer can be used to learn concepts more clearly by creating different scenarios. Since Networking is all about imagination and it’s difficult to track movement of packets in a real-time environment, thus various networking concepts can be explained by creating a virtual environment, showing the moment of packets, exactly as it would happen in real-time. Packet tracer can be used to understand the working of various networking devices, their use, what makes them different and their appropriate use in a designing a network Packet Tracer Packet Tracer is a self-paced, visual, interactive teaching and learning tool developed by Cisco. Lab activities are an important part of networking education. However, lab equipment can be a scarce resource.
Packet Tracer provides a visual simulation of equipment and network processes to offset the challenge of limited equipment. Students can spend as much time as they like completing standard lab exercises through Packet Tracer, and have the option to work from home. Although Packet Tracer is not a substitute for real equipment. This “e-doing” capability is a fundamental component of learning how to configure routers and switches from the command line.


[bookmark: _Toc7386316][bookmark: _Toc7389096][bookmark: _Toc7431647]3.2. Interface overview: The layout of Packet Tracer is divided into several components similar to a photo editor. Match the numbering in the following screenshot with the explanations given after it:
[image: ]













The components of the Packet Tracer interface are as follows:
Area 1: Menu bar – This is a common menu found in all software applications; it is used to open, save, print, change preferences, and so on.
Area 2: Main toolbar – This bar provides shortcut icons to menu options that are commonly accessed, such as open, save, zoom, undo, and redo, and on the right-hand side is an icon for entering network information for the current network. 
Area 3: Logical/Physical workspace tabs – These tabs allow you to toggle between the Logical and Physical work areas. 
Area 4: Workspace – This is the area where topologies are created and simulations are displayed. 
Area 5: Common tools bar – This toolbar provides controls for manipulating topologies, such as select, move layout, place note, delete, inspect, resize shape, and add simple/complex PDU. 
Area 6: Real-time /Simulation tabs – These tabs are used to toggle between the real and simulation modes. Buttons are also provided to control the time, and to capture the packets. 
Area 7: Network component box – This component contains all of the network and end devices available with Packet Tracer, and is further divided into two areas: 
·  Area 7a: Device-type selection box – This area contains device categories 
· Area 7b: Device-specific selection box – When a device category is selected, this selection box displays the different device models within that category
Area 8: User-created packet box – Users can create highly-customized packets to test their topology from this area, and the results are displayed as a list. [9]







Implementation and Screen Shoot:
First Open cisco packet tracer program go to Network component box choose the following:  
[image: ]








Press on the wireless router0 then press GUI – wireless then write network name (SSID) =WLAN then save 	
[image: ]













After that DHCP server settings – start IP Address = 192.168.0.10 and 
Maximum number of user any number you can put example =15 then press save
[image: ]

















[image: ]Press the wireless security as figure below, set the security mode as WPA2 Personal and passphrase (password) equal to any 10 hex number ex:12345abcdef to use it in other devices for authentication connect after that press save.   










[image: ]After setting wireless router go to another device that we want to Macke connection with wireless router. In figure below we chose the Linksys-wpc300n that is a wireless device or modem, do this for all devices'  
 









[image: ]then press on Desktop to set the PC wireless	
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then go to connect press refresh as figure below to appear the wireless network choose the WLAN and press connect  








[image: ]When press connect it should be entering the pre-shared key 12345abcdef and then press connect do this steps to all devices in workspace.










[image: ]When do the above steps automatically IP address assign to the devices as in figure below (because we chose DHCP "Dynamic Host Configuration Protocol) 










[image: ]For smart devices you can do the same steps in figure below: press wireless and choose SSID = WLAN, and WAP2-PSK pass phrase as 12345abcdef to make connection with the network 








To check if there is connection between the devices in workspace press on any device then go to run command and write ping followed by the IP address if get 0 lost, that is mean there's connection as in figure below:
[image: ]
 









the wireless local area network it become as in figure below:
[image: ]







Also we can implement the smart home in wireless network by using IOT devices and make a roll for that. 
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Conclusion 1s:
        Every minute counts in a small company and wireless networks are a powerful tool for boosting productivity and encouraging information sharing. With untethered access to documents, emails, applications and other network resources, employees can roam where they need to and have constant access to the tools required to do their jobs. Here are some of the ways businesses are taking advantage of wireless LANs:
· Increased mobility and collaboration
· Roam without losing your connection
· Work together more effectively
Employees who use your wireless LAN can roam around your office or to different Floors without losing their connection. Imagine everyone in a team meeting or in small conferences having access to up-to-the minute communications, and all documents and applications on your network. Similarly, using Voice over Wireless LAN technology, they can have roaming capabilities in their voice communications.
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