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CHAPTER ONL
INTRODUCTION




1-1Introduction

With a huge progress of information technology in last years and menace on
the personal data and their security, the requirement of design powerful and high
accurate system for human Authentication and identification recognition become
more important and most challenges topic. Authentication of a person can be done
through pass code, smart card, inserting a physical security key into the computer's
USB port or biometrics. Some of services provider like Google they used two
verification steps to increase the security of personal email or data on G-drive. It is
optional additional measure for users to secure their accounts during logging for first
time users are required to verify their identity using a second way after typing their
username and password when logging in first time on a new device. Common
methods include entering a code sent to a user's mobile phone through a text message
contain the passcode, entering a code using the Google Authenticator smartphone app,
or by inserting a physical security key into the USB port of the computer.
Remembering password or managing smart card or keeping physical security key are
difficult, compare with biometrics based authentication is highly preferred system.
Some companies start adding biometric authentication "fingerprint, face” to their
product devices like apple and Samsung companies [1].

Pattern recognition based on retinal of human eye for authentication is unique and
more suitable method, but face various challenges in the process of recognition viz.
acquisition of high quality image, segmentation of the concentric boundaries, select
the proper features that belong to each person and matching.

1-2 Aim of project

Among the feature that can be measured the iris(retina) the biotechnology traits
become the basis for a large-scale and the high protection level in the identification
and verification of personal the more security breaches and swindlers have increased
the need for a high degree of safety in determining identification and verification of
personal — based solutions to the vital features capable of provide confidentiality and
personal data as is the need to the use of the vital features in each of the government
departments and financial applications sales of health and social services as well as in
national security application .

Such as access control and define crimes and border security, one of these vital
features irises with the characteristics of each eye is not similar to other fully...




1-3 Security tools

The system and method store biometric information on a token having a magnetic storage
medium. A biometric image is captured, biometric data is produced and a copy protect code is
generated. The biometric data and copy protect code are stored on the magnetic storage
medium of the token for subsequent use in verifying an authorized user of the token. The
copy protect code prevents data from being altered on the first or second tracks of the
medium, and prevents biometric data from being copied from one token/card to another [2].

The present invention makes it possible for a user to have a security key created from one or
more biometric elements of the user, such as a fingerprint. For example, a biometric feature or
combination of biometric features of the user can be used to create an instance of a problem
which can only be solved by data inherent in the biometric feature or combination of
biometric features. The user can supply the data to solve the problem by inputting, through an
appropriate input device, an image, or other representation of the biometric elements from
which the data that will solve the instance of the problem is derived. If problem is solved,
either completely or partially, using the derived data then the identity of the user can either be
verified or ascertained. The solution can then be used for other purposes such as the
generation of a cryptographic key.

1-4 Retinal image data base

In this project work we will use two kinds of data base DRIVE and
DRIONS

1-4-1 DRIVE:

The photographs for the DRIVE database were obtained from a diabetic retinopathy
screening program in The Netherlands. The screening population consisted of 400
diabetic subjects between 25-90 years of age. Forty photographs have been randomly
selected, 33 do not show any sign of diabetic retinopathy and 7 show signs of mild
early diabetic retinopathy. Each image has been JPEG compressed [3].

The images were acquired using a Canon CR5 non-myadriatic 3CCD camera with a 45
degree field of view (FOV). Each image was captured using 8 bits per color plane at
768 by 584 pixels. The FOV of each image is circular with a diameter of
approximately 540 pixels. For this database, the images have been cropped around the
FOV. For each image, a mask image is provided that delineates the FOV.

The set of 40 images has been divided into training and a test set, both containing 20
images. For the training images, a single manual segmentation of the vasculature is
available. For the test cases, two manual segmentations are available; one is used as

gold standard, the other one can be used to compare computer generated
segmentations with those of an independent human observer. All human observers
that manually segmented the vasculature were instructed and trained by an
experienced ophthalmologist. They were asked to mark all pixels for which they were
for at least 70% certain that they were vessel .All of the images contained in the




database were actually used for making clinical diagnoses. To ensure the utmost
protection of patient privacy, information that might allow the identity of a patient to
be reconstructed has been removed, and we have no actual knowledge that the images
could be used alone or in combination to identify any subject. To minimize any
further risk of breach of privacy

1-4-2 DRIONS-DATABASE

The database consists of 110 color digital retinal images. Initially, it were obtained
124 eye fundus images selected randomly from an eye fundus image base belonging
to the Ophthalmology Service at Miguel Served Hospital, Saragossa (Spain). From
this initial image base, all those eye images (14 in total) that had some type of cataract
(severe and moderate) were eliminated and, finally, was obtained the image base with
110 images.for the 110 images selected, all those visual characteristics related to
potential problems that may distort the detection process of the papillary contour[4].
The mean age of the patients was 53.0 years (S.D. 13.05), with 46.2% male and
53.8% female and all of them were Caucasian ethnicity. 23.1% patients had chronic
simple glaucoma and 76.9% eye hypertension. The images were acquired with a color
analogical fundus camera, approximately centered on the ONH and they were stored
in slide format. In order to have the images in digital format, they were digitized using
a HP-PhotoSmart-S20 high-resolution scanner, RGB format, resolution 600x400 and

8 bits/pixel.

1-5 summary

In The first chapter discussed the general view of image processing and the security
issues and what are the methods of biometric are used. Also it has been containing the
retinal image databases that have been used in our project.




CHAPTER TWO
THEORY

BACKGROUND




2- 1 Introduction

Retina is the inner layer of the eye, and is characterized by being thin
thickness does not exceed the thickness of the paper and a book containing ten layers
composed of nerve cells and nerve fibers and cells receiving the light and supporting
tissue. Retina works to convert light rays into nerve impulses are transmitted through
the optic nerve to the higher brain centers and is done in the photoreceptors.

Photoreceptors are two types: rod cell help night-vision does not distinguish colors,
and the other type sensitive cone cells, also for the light, but the colors marked. Both
type of cells that cover the internal thin layer of the eye called the retina, so its ability
to create a picture [5].

Bacillus cells sensitive to light a simple intensity (night vision) do not distinguish
colors, while cone cells respond to light with a high intensity (Night Vision) and
distinguish colors. Found in both types of cells specific proteins called obstinate
variety, and those Neurons are sensitive to light. Color vision occur depending on the
functional integration of the cone cells, and what the different types of Neurons -
some of which responds to the red color of which responds to the color blue,
including the type that responds to the color blue - this vision during the day. Vision
under strong lighting conditions called], which see the day, the vision under low light
conditions called (see darkness), a dark vision or night vision. Eyes operate using
(Bacillus cells) effectively under high visibility conditions in the dark, while working
with a cone cells with high efficiency under visibility conditions in the light or see
Vertebrate retina is a tissue sensitive to light line the inner layer of the eye, and I've
reached optics to analyze the visual images on the retina, where the same function as
the camera. Upon the arrival of light to the retina begin a series of chemical and
electrical events that lead to the presence of nerve impulses that are sent to various
visual centers of the brain where transport through the optic nerve. In the genetic
evolution of vertebrates: arise retina and optic nerve extensions of cerebral
development, therefore, we find that the retina is part of the central nervous system
and also find that the retina is the only part apparent and non-gummy from the central
nervous system. Also, we find that the retina is a complex structure consisting of
several layers of neurons connected to each through the so-called synapses which is
about the confluence of two cells with each other, and we find also that neurons
sensitive to light only be photoreceptor cells, where it is receiving the light is divided
into two types:

1-sticks and their main function in dim light as it works to provide a vision of white,
black, and the number is more concentrated in the retina parties.

2-cones and function during the day to support the vision and realize the rest of the
colors and are concentrated in the center of the retina.




A third type, little kind of light receptors, which is a nodal cells (neurons in the retina)
sensitive to light which is of interest to the responses of the reflectivity in bright
daylight.

Nerve signal issued from conical cells and complex process through other nerve cells
in the retina and take output under the form of dynamic signals in the ganglion cells in
the retina that have to be nervous fiber optic nerve. There are several features of
visual perception can be attributed to the retina and optic encoding process Daylight.

When examining the sector in the retina, we find that in the human retina in
vertebrates is composed of ten distinct layers is from the inside to the outside, namely:

1-Internal membrane limited

2-A nervous tissue layer

3-the ganglion cell layer (which lead to the formation of the optic nerve cells).
4-Dverah inner layer form

5- Inner nuclear layer contains bipolar cells (a type of nerve cell)

6- Outer layer

7- External nuclear layer

8-limited external membrane, which separates the inner parts of the parts of
photoreceptor cells and nuclear

9- A receiving layer of the light is rods and cones

10-Fabric coating chromosome of the retina.




2-2 Proposal work

In this work we will test two types of retinal image databases DRIVE and DRIONS
and it contain two parts: first part is enrollment part this phase contains three steps
starting with preprocessing, features extraction and features transformation. Same as
with the second part verifying part and add extra step "matching” .figure number one
show the steps of enroliment and verifying of the retinal image recognition system.

Preprocessing Features extraction

Faatures axtraction

Figure number (1) proposed schema
2-2-1 Enrollment part

The first part of retinal recognition system involves preprocessing, vein of retinal
segmentation, features extraction and features transformation by create features vector
dictionary to use in verifying phase.

1- Preprocessing and segmentation

In preprocessing step all vein images in both databases are uniformed by resize the
dimensions of retinal images and convert the images into gray scale. Then by
applying histogram equalization and adaptive histogram equalization to enhance the
appearance of the images.




2- Features extraction

The 2™ major part in enrollment phase is features extraction and transformation. After
segment retinal vein image. Now the images are ready to extract the features[6]. By

applying Haar Wavelet packets as well as the energy of the packets sub images to
extract the features of texture. In this work the2 levels wavelet packet decomposition
of Haar wavelet transform employed to extract the texture of vein region in image. In
the Haar wavelet transformation method, low-pass filtering is conducted by averaging
two adjacent pixel values, whereas the difference between two adjacent pixel values is
figured out for high-pass filtering. The Haar wavelet applies a pair of high pass and
low-pass filters to image decomposition first in image columns and then in image rows
independently. As a first result the image divided into four sub bands as the first
level’s output of Haar wavelet. The four sub-bands are Low Low 1 (LL1), High Lowl
(HL1), Low Highl (LH1), and High Highl (HH1) . Up to two levels of decomposition
are done to get the detail image. As shown in Figure number 2.

Figure no 2 structure of 2 levels Wavelet decomposition

2-2-2 Verify phase

The second part of the retinal image recognition system is verifying phase, in this
phase the unknown retinal image will be process to check the similar pattern from the
dataset that contain all most known retinal image. The first step in this phase is
preprocessing to enhance the query image to be ready to extract the features by using
2 levels of Haar wavelet transform. Then when all the features of the unknown image
are generated, now the matching phase is ready to found the similar or closer result
with the dataset. In this work will use two methods of similarity measurement, and
compare the result of them.




2-2-2-1 Similarity measurement

To check the similarity between the query retinal image and the pattern in the dataset

We will using Weighted Euclidean distance.
1. Weighted Euclidean distance
Weighted Euclidean distance (WED) is a technique can be used to compare between two
vectors with same size, the WED gives a measure of how set of values are closer or
similar, between two vectors of features the Weighted Euclidean distance can be
calculated as an equation number (2-1)

N (=652

WED = Yi=1~ 50072

Where
fi is the i feature of the unknown iris.

fi(k) Is the i feature of the iris template that save in dataset.
The unknown iris found the matching template k, when WED is a minimum at k.

(2-1)

2-City Block Distance
The city block distance between two vectors with k dimension is calculated as an
equation number (2-2)

CBD=XK, |aj—bj|  (22)

The city block distance is always greater than or equal to zero the measurement would be
zero for identical points and high for points that show little similarity.

This distance measure yields result similar to the Euclidean distance. Note, however, that
with city block distance, the effect of a large different in a single dimension is dampened.

3-Cosine Distance

The Cosine distance measure the similarity between two vectors with integer or Boolean
component, in the space a point may be through of as a direction. The cosine
measurement distance between two vectors is an angle between point and vector that
make. This angle’s degree between0 to 180, depend on how many dimensions the space
has.

Cosine distance between two vectors is calculated as an equation number (2-3).

(2-3)

_ AB
COS (A B) =TT

2-3 Summary

In the second chapter the Investigation, General Background of retinal image
recognition and the structure of propose work where the system divided into two part
enrolment part and verify part.




2-4 Conclusions

In this study, we present an automated approach for imprint retinal extraction
using (MATLAB).The main steps are involved: we use in this project two database
DRIVE that contains 400 diabetic subjects between 25-90 years of age forty
photographs have been randomly selected, 33 do not show any sign of diabetic
retinopathy and 7 show signs of mild early diabetic retinopathy. Each image has been
JPEG compressed, DRIONS the database consists of 110 color digital retinal images.
Initially, it were obtained 124 eye fundus images selected randomly from an eye
fundus image base belonging to the Ophthalmology Service at Miguel Served
Hospital, Saragossa (Spain). The first part of project is enrollment part is applied to
the original retinal image in order to remove the noise and increase contrast of retinal
blood vessels and morphology operations are employed to extract feature from images
by using Haar Wavelet packets the2 levels wavelet packet decomposition of Haar
wavelet transform employed to extract the texture of vein region in image. The second
part of the retinal image recognition system is verifying phase, in this phase the
unknown retinal image will be process to check the similar pattern from the dataset
that contain all most known retinal image The first step in this phase is preprocessing
to enhance the query image to be ready to extract the features by using 2 levels of
Haar wavelet transform. Then when all the features of the unknown image are
generated, now the matching phase is ready to found the similar or closer result with
the dataset. In this work will use method of similarity measurement Weighted
Euclidean distance, City Block Distance and Cosine Distance to compare the result
between the query retinal image and the pattern in the dataset.

2-5 Future Plan

Our future plan to improve retinal recognition systems are:

1-Used Gabor filter as features of the retinal image.

2-Used LDA as a reduction method to reduce un useful features.
3-Used more than two database.

4-Used the histogram to diagnoses disease of retinal.

5-Callect the new images from many wars and apply the algorithm on them and
compare the result with the other database.
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